# Privacy Policy for Rio Clinic

Effective Date: November 10, 2026
Last Updated: November 10, 2026

Welcome to Rio Clinic ("we," "our," or "us"). We are dedicated to protecting your privacy and safeguarding the personal and medical information entrusted to us by clinics, healthcare providers, staff members, and patients.

This Privacy Policy explains how our mobile application ("Rio Clinic", package: rio_clinic_mobile) and associated services (hosted at https://rioclinicsoft.com) collect, use, store, share, and protect your information when you use our mobile application and related web administration portals (collectively, the "Services").

By downloading, installing, registering for, or using the Rio Clinic mobile application, you agree to the collection and use of information in accordance with this Privacy Policy. If you do not agree with the terms outlined here, please do not use the application.

---

## 1. Information We Collect

We only collect information that is strictly necessary for providing clinic management, patient record keeping, consultation scheduling, prescription handling, and billing services.

### A. Personal Identification & Contact Information
- Clinic Administrators & Staff: Clinic name, administrator name, official phone number, clinic address, dealer code, PIN code, assigned role (Admin, Doctor, Receptionist, Pharmacist), and login credentials.
- Patients: Full name, registered mobile phone number, age/date of birth, gender, address, and password for account access.

### B. Health & Medical Information
As a clinic practice management and patient portal application, Rio Clinic processes health data provided directly by you, your healthcare provider, or your clinic:
- Appointment dates, times, token numbers, and consultation status.
- Doctor notes, clinical findings, diagnoses, and medical histories.
- Medical prescriptions, prescribed medications, dosage instructions, and refill details.
- Investigation and laboratory test requests/records generated during clinic visits.

### C. Financial & Billing Information
- Invoices and billing records generated by the clinic for consultations, medical procedures, or pharmacy items.
- Fee structures, payment modes (e.g., Cash, Card, UPI), transaction reference numbers, and payment status.
(Note: We do not process or store raw debit/credit card numbers or banking passwords inside the app).

### D. Files, Documents & Media
- Generated PDF documents such as medical prescriptions, consultation summaries, and clinic receipts.
- Documents or medical reports selected or uploaded by authorized clinic staff or patients for clinical record-keeping.

### E. Technical & Device Information
- Device model, operating system version, app version, unique device identifiers, network connection type, and crash diagnostics to ensure app stability and performance.

---

## 2. Permissions Required & Purpose

The Rio Clinic mobile application requests minimal system permissions strictly required for core functionality:

1. Internet Access (android.permission.INTERNET):
   - Purpose: Connect securely to our authenticated backend servers (https://rioclinicsoft.com/api) to sync appointments, patient profiles, prescriptions, billing records, and notifications.
2. Storage / File Access (android.permission.READ_EXTERNAL_STORAGE for Android 12 and below, and scoped storage / system File Picker for Android 13+):
   - Purpose: Allow users to export, download, view, or print medical prescriptions and invoices in PDF format, or attach medical reports if needed.
3. Printing Services:
   - Purpose: Enable direct wireless or USB printing of prescriptions, patient tokens, and invoices via the Android print framework.

We do not access your GPS location in the background, your personal contact book, camera, or microphone without explicit, just-in-time user consent.

---

## 3. How We Use Your Information

We process collected information solely for legitimate clinical, administrative, and service delivery purposes:
- Authentication & Security: Verifying user identity, role-based access control, session management, and credential protection.
- Clinic Operations: Managing appointments, assigning daily patient tokens, maintaining digital queue workflows, and coordinating duties among doctors, receptionists, and pharmacists.
- Clinical Records: Enabling authorized doctors and medical staff to record clinical evaluations, track patient histories, and issue digital prescriptions.
- Pharmacy & Billing: Allowing clinic pharmacists to dispense prescribed medicines and enabling receptionists to generate accurate invoices and receipts.
- Patient Access: Allowing patients to view their upcoming appointments, doctor consultation history, and downloadable prescriptions.
- System Maintenance: Detecting, preventing, and troubleshooting software bugs, crashes, and unauthorized access attempts.

---

## 4. How We Share and Disclose Information

We do not sell, rent, lease, or monetize your personal or medical data to third-party data brokers, marketers, or advertisers under any circumstances.

Information is only shared under the following limited conditions:
1. Within Your Healthcare Clinic: Patient records, appointment status, and prescriptions are shared strictly with authorized healthcare professionals (doctors, receptionists, pharmacists, clinic administrators) who provide you with direct medical care and administrative support.
2. Trusted Infrastructure Providers: We may use reputable infrastructure providers (such as cloud hosting servers and SSL/TLS encrypted database infrastructure) solely to operate and host our backend APIs. These providers are contractually bound by strict data confidentiality agreements.
3. Legal Compliance & Safety: We may disclose information if required by applicable local or national laws, court orders, government requests, or in good faith to protect the vital medical interests or physical safety of patients, healthcare staff, or the public.

---

## 5. Data Security and Confidentiality

We prioritize the security of sensitive healthcare information through industry-standard safeguards:
- Encryption in Transit: All communications between the Rio Clinic mobile app and our servers are encrypted using modern Transport Layer Security (HTTPS / TLS 1.2+).
- Access Control: Strict role-based permission tiers ensure that patients, receptionists, doctors, pharmacists, and administrators only access data necessary for their designated responsibilities.
- Session Security: Authenticated user tokens are stored securely on the user’s device using encrypted storage preferences.

---

## 6. Data Retention and Account Deletion

### A. Data Retention
We retain personal and medical data only as long as necessary to provide clinical services and comply with mandatory medical record retention laws, tax requirements, and clinical auditing regulations applicable to healthcare providers.

### B. Account & Data Deletion (Google Play Compliance)
Users have the right to request the deletion of their account and associated personal information at any time:
1. In-App Request: Navigate to your Profile / Account Settings within the app and select the Delete Account option.
2. Email Request: You can submit an account and data deletion request directly to our privacy team by emailing:
   support@rioclinicsoft.com or contact@rioclinicsoft.com
   (Please include your registered mobile number, clinic name, and role).
3. Processing Timeframe: Upon receiving your request, your account credentials, login tokens, and identifiable personal profile will be deleted or irreversibly anonymized within 30 business days, subject to statutory medical record-keeping requirements imposed by healthcare laws.

---

## 7. Medical Disclaimer

Rio Clinic is an administrative practice management and clinical record documentation tool. It is NOT an emergency response service or automated medical diagnostic system.

- The app does not provide automated emergency medical response.
- In the event of a medical emergency, acute symptoms, or life-threatening situation, please contact local emergency medical services (such as 108/911/112) or proceed to the nearest hospital immediately.
- Medical prescriptions and consultation notes recorded in this app are the direct responsibility of the licensed medical practitioners providing care.

---

## 8. Children’s Privacy

Rio Clinic does not knowingly permit children under 18 years of age to register independently as primary account holders. Medical records, appointments, and prescriptions for minors are managed exclusively under the supervision of their parent, legal guardian, or treating healthcare professional. If you believe a child has provided personal information without parental consent, please contact us for immediate removal.

---

## 9. Changes to This Privacy Policy

We may periodically update this Privacy Policy to reflect modifications in our software features, operational workflows, or regulatory standards. Any changes will be posted on this page with an updated "Last Updated" date. Continued use of the Rio Clinic application following the publication of changes constitutes your acceptance of the revised policy.

---

## 10. Contact Information

If you have questions, concerns, or requests regarding this Privacy Policy or your personal data, please contact our Data Protection Officer:

- Application Name: Rio Clinic (rio_clinic_mobile)
- Official Website: https://rioclinicsoft.com
- Primary Support Email: support@rioclinicsoft.com
- Developer / Legal Inquiries: contact@rioclinicsoft.com
[bookmark: _GoBack]- Operating Organization: Rio Clinic Software Solutions
